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1Abstract— The purpose of this paper is to discuss how using 
Gephi to visualize the open ports at IP addresses in Shodan may 
provide a means of identifying SCADA devices. Visualizations 
were created using both IP addresses and open ports as nodes. 
Modularity, centralities, and layout were used to enhance the 
visualizations. From these visualizations we hope to gather a 
better understanding of what devices are on the network. 

I. INTRODUCTION AND BACKGROUND 

Over the last few years there has been growing interest in 
understanding what is running on the internet. The growth of 
internet-enabled devices for personal, business, and industrial 
use has increased interest in the security of the devices 
themselves as well as the data. Shodan is an internet portal 
that has been scanning the internet to find open ports on IP 
addresses and try to determine what services are running on 
said ports. We propose using the data from Shodan to try to 
determine the type(s) of devices running at each IP address. 
We focus on finding Supervisory Control and Data 
Acquisition (SCADA) and Industrial Control System (ICS) 
devices due to their critical role in infrastructure support. 
Further, by looking at the services, ports, and headers returned 
from Shodan, we would like to be able to deduce who owns 
the devices, where they are from, and through additional work, 
determine if the devices are vulnerable to attack. 

Previous work on the Shodan database has shown that 
devices are indexed within 3 weeks of coming online [2]. 
Other researchers have looked at the lifetime patterns across 
industries [3]. No one, however, has visualized the patterns of 
ports open on a device and tried to identify what the device is. 
In this study we have used network patterns to try to 
understand a device’s purpose. 

Early Allen-Bradley SCADA devices using the PLC-5 
Communication protocol communicate on port 2222, whereas 
more modern SCADA devices using the ControlLogix-based 
EtherNet/IP communications communicate using TCP and 
UDP on port 44818. Shodan has a plc5 module for scanning 
port 2222 and these results are in our downloaded Shodan 
datasets. 

II. METHODOLOGY

Daily downloads of the Shodan scans have been parsed and 
inserted into a MySQL Database. The dataset is derived from 
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the set of all scans from the 1st through the 14th of September 
2015. We have extracted all IP addresses that are identified as 
being in Iran and have at least one of the common SCADA 
ports open in Shodan. We then created a node file of IP 
addresses in the dataset and all ports open on those IPs. An 
edge file was created of all the connections between IP 
addresses and open ports. Ports were labeled  SCADA and 
non-SCADA and included the Shodan Module used to 
communicate with the port. 

This dataset was imported into Gephi to create 
visualizations of the data. Modularity, average degree, 
network diameter, and density calculations were run on the 
directed graph that was created. We then ran a Force Atlas on 
the graph to get the visuals seen in this paper. 

III. MAIN RESULTS

The first coloration of the data (Figure 1) shows the IP 
addresses, ports and SCADA ports that are in the network. 
The large green dot on the right is port 2222 using the plc5 
Shodan module that has a large cluster around it. Other ports 
on the left are shown to be the only port that was found on an 
IP addresses. We also note a significant number of IP 
addresses with port 7457 open, which is used for the CPE 
WAN Management Protocol (CWMP), a protocol typically 
used for automated configuration of non-SCADA devices 
connected to the internet including modems, routers, 
gateways, set-top boxes, and VoIP-phones. 

When we color the graph by the Modularity of the network, 
as seen in Figure 2, we can see three main clusters. These 
clusters are: 

• Olive: PLC devices with an https interface on port 443
• Teal: PLC devices with an http interface on port 80
• Red: PLC ports that are open that we suspect may be honey

pots or external IP addresses for many NAT’d devices 

TABLE I. CLUSTERED IPS 
IP ISP Organization
5.160.51.101 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.102 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.103 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.106 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.107 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.110 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.113 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.115 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.116 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.118 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.121 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.122 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.123 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
5.160.51.126 Respina Networks & Beyond PJSC Respina Networks & Beyond PJSC
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Fig. 1. IP, Port, SCADA Port Network  

  
Further explorations need to be carried out with the IP 

addresses found in each of these clusters. The smaller clusters 
also need to be investigated further to discover their 
commonalities. There are many SCADA ports with only a few 
attached IP addresses; these need to be associated with 
individual manufacturers, and future research should also 
correlate with organization, to determine if organizations are

standardizing by manufacturer and protocols which would 
imply standard port sets and enhance identification. 

One of the most interesting findings is that the majority of 
the IP addresses in the red clusters (Fig. 2) belong to a single 
ISP in a very small range, as can be seen in Table I. Each of 
these IPs have many ports open using many different Shodan 
modules to communicate. 

 
 
 
 

SCADA PLC5 Port 

Non-SCADA CWMP Port 
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Fig. 2. Modularity of Network 
 

 
 

 

IV. CONCLUSION 

Initial exploration into the Shodan database has shown 
interesting information that we would like to look into more 
deeply. There is a clear differentiation between PLC devices 
using the secure https port 443 versus those using the insecure 
http port 80 which needs to be understood, as it may allow us 
to segregate organizations or PLC devices. Going forward, 
Shodan scans require verification, PLC devices should be 
assessed for vulnerabilities, and more analytics on other 
commonalities of PLC devices in each node needs to be 
categorized. 
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