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whoami
 dr. David Modic, an economic psychologist.
 Fluidly employed at FRI (waiting for habilitation)
 CEO of  Cambridge Red Queen Systems ( https://crq.systems ).
 Previously:

 Researcher at the Computer Laboratory, Cambridge University.
 Deputy Head CamCERT (social engineering).
 Honorary Graduate Fellow at the University of  Exeter.

 In practice, I deal with security incidents, research which mechanisms work well in social engineering, and 
what kind of  people hackers are.

 Web page: https://david.modic.org.uk
 mailto: david.modic@fri.uni-lj.si
 Slack: https://frisecurityteam.slack.com/
 ICQ: 686777259

david.modic@fri.uni-lj.si

https://crq.systems/
https://david.modic.org.uk/
mailto:david.modic@fri.uni-lj.si
https://frisecurityteam.slack.com/
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Why would you want to listen to what I say?

 I started working with computers in the early eighties.
 Finished high school for computer sciences.
 Was employed as a sysadmin in various NGO’s.
 Ran a Games Development company - CEO, project lead, storyline lead -

http://sinistersystems.com
 Started researching cyberspace in 1999.
 Hold a PhD in psychology of  cybercrime.
 Worked in the oldest computer laboratory in the world for five years.
 Lectured and consulted all over the world (Japan, Brasil, the US, the UK, Estonia, Luxembourg etc).

 But enough about me, let’s talk about the course.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Why? It is a valid question.

http://sinistersystems.com/
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The AIM of  the course

 The aim of  the course is to familiarize yourselves with INFOSEC, understand 
what is involved, and what the buzzwords (like INFOSEC) mean.

 We will do lots of  practical examples.
 You will not get a PEN TESTER certificate in the end. 
 You will not learn how to write 0-day exploits or malware.
 But you will learn threat modelling and how to discover attack vectors. You 

will also learn the steps of  the process and what they involve.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
You will not get a PEN TESTER certificate in the end. I mean, if you insist, fine, I can make one up. It will be worth about as much as most of these ETHICAL HACKER  and PEN TESTER diplomas are.
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The course
 We will meet eight times.
 Final presentation in mid January 2021
 There will sometimes be homework (like today ).
 Mostly, I will present, but sometimes you will.
 I will mark your homework and presentations. They will constitute 50% of  

your final grade.
 Because of  the small class, this will be less about lectures and more about 

mentoring.
 The schedule is on the next slide.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Why? It is a valid question.
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Important dates

 21.10. Outline of  the course and cyber ethics.
 28.10. The PENTESTING process and breach databases.
 04.11. Open Source Intelligence (OSINT) gathering and reporting.
 11.11. NO LECTURE
 18.11 Shodan hacking (you present). + 18.11 Metasploit (you present). 
 25.11 Human attack vectors.
 02.12 Team assignment and rules of  engagement.
 13.01 Final Presentation.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Why? It is a valid question.
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More general info on the course
 Final presentation will be a team effort. You will receive a target, write a plan and execute it.
 For the presentations, you will get pointers and starting literature. Practically all hackers are 

autodidacts.
 You will then present to your fellow students and to me (and possibly the stakeholders).
 At the end of  today, I will ask for volunteers to take on the assignments. Please do 

volunteer.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Some of you might think that you would like to volunteer, but you do not know anything about these topics. Well, no better time to learn but right now . I will be happy to start you off.
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Operational aspects

 Feel free to use Slack ( https://frisecurityteam.slack.com/ ) for communications. In fact, I’d 
prefer it. 

 You will get access to a fully functioning KALI Linux installation containing the latest 
breach database. Instructions on how to access it and your login credentials will be available 
by the time we meet next.

 At no point in time are you allowed to do active attacks unless expressly permitted 
by me. Ignoring this leads to flunking the course and potentially going to jail! If  you 
don’t know what active attacks are, they will be explained on the 28th.

 Once you get access to the breach database, please do not download it. Trust me, I will notice you doing it. 
Do not be fancy, steal someone else’s credentials and then attempt to download it as if  you are them. Use 
this creative energy to do your assignments.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Why? It is a valid question.

https://frisecurityteam.slack.com/
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Operational aspects II.

 With great power comes great responsibility. 
 There is an obvious temptation to monetize the breach data. 
 You will retain access to the breach database until the end of  term.
 We will define the scope and rules of  engagement for our targets. Do not 

overstep, please.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Please be smart. With great power comes great responsibility. I know it would be cool to find out if your friends or nasty professors are listed in the breach database. I do not mind you looking, but using that information for any kind of attack would be an active attack.
There is an obvious temptation to monetize the breach data. Please don’t. Anyone hiring you for penetration testing at this stage is a fool. And any problems arising? You are on your own.
We will define the scope and rules of engagement for our targets. Do not overstep, please. You do not follow this? Again, you are on your own. Enjoy prison.
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Any questions?
 Go ahead, ask. Please do not worry about your English. No one is judging you. If  they do, 

that means they are even more insecure than you.
 …
 Let’s do a short break of  say 10 minutes? And go on to the next phase.

david.modic@fri.uni-lj.si
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What is this talk about?

 We’ll talk about Ethics in Informational Security (INFOSEC).
 Origins of  ethics
 Distinction between laws and ethics
 How do ethics apply to hacking?
 Game theory and hacking

 Case studies.
 Practical advice.

david.modic@fri.uni-lj.si
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Why would we want to talk about Ethics in INFOSEC?

 The blackhat anecdote.
 Most of  the talk will be about why, not what.
 This is not a talk about Ethics in general. There are other modules 

about that at FRI. Anže attended one. I know, I was there.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
When I spoke, a year ago, to the former director of CamCERT, I told him that I was applying for a position here at FRI. I told him that I looked at the curriculum and that the word laws was mentioned once and ethics not at all in the whole curriculum. He was quiet for a bit and said: “You are training blackhats at FRI, are you?”
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General postulates
 This is emphatically not a lecture on how to be a decent human 

being. I will not be moralizing.
 It is also not a sermon. Good and Evil will not feature highly.
 I would like to be direct and up-front about Ethics.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
You either already are or aren’t.
I have no interest at all in moralizing.
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Definitions
 Ethics according to the Oxford English Dictionary: “Moral principles 

that govern a person's behaviour or the conducting of  an activity.”
 BUT! “I said that this will not be about moralizing!“
 True. So let’s break it down a bit.

david.modic@fri.uni-lj.si
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“Moral principles…” / So what is morality?

 Morality (from Latin: mōrālis; proper behavior). 
 Morality is a set of  rules defining which behaviour is proper and 

which isn’t. 
 Commonly defined: moral -> good. Immoral -> bad.
 OK, but who defines what is moral?

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Morality (from Latin: mōrālis, lit. 'manner, character, proper behavior') is the differentiation of intentions, decisions and actions between those that are distinguished as proper and those that are improper.[1] Morality can be a body of standards or principles derived from a code of conduct from a particular philosophy, religion or culture, or it can derive from a standard that a person believes should be universal.[2] Morality may also be specifically synonymous with "goodness" or "rightness".
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Who defines Morality and, as a consequence, Ethics?
 If  someone defines morality, then the definition is dependent on the culture. 
 If  that is true, then all of  this is moral:

 Female children (15 yo) are forced into marriage with an unknown man (most of  the U.S.).
 Removal of  female clitoris before the age of  five (FGM).
 Limb amputation for stealing (e.g. a loaf  of  bread).
 Religious environmental noise pollution (Church bells / muezzins).
 Torture and killing of  homosexuals in the Russian federation (e.g. Czechnya 2017).  
 Hacking and destroying Ukrainian infrastructure in order to make it an easy target for Russian 

invasion (WannaCry and notPetya).
 Let’s do a short detour and talk about WannaCry and notPetya.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Arranged marriage – at 15 in Niger (https://www.girlsnotbrides.org/child-marriage/niger/).
Female genital mutilation (https://en.wikipedia.org/wiki/Female_genital_mutilation).
Sharia law (Iran, Saudi Arabia, Nigeria) https://wikiislam.net/wiki/Amputation_in_Islam
Gay prosecution (https://en.wikipedia.org/wiki/Gay_concentration_camps_in_Chechnya)


WannaCry and notPetya are pertinent – you’ll see.
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Wannacry
 Widespread in May 2017.
 Ransomware cryptoworm. 
 Spread by port scanning and exploiting the flaw in SMB protocol.
 Infected > 300.000 computers worldwide.
 Demand $300-$600 in bitcoin.
 Targeted all versions of  windows.
 Well known vulnerability. Not a 0-day by a long shot.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://blog.malwarebytes.com/cybercrime/2017/05/how-did-wannacry-ransomworm-spread/
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Wannacry – What was it about?
 Was it about money? 300K machines, $300-$600 ransom. Lots of  bitcoin, right?

 According to @actual_ransom (https://mobile.twitter.com/actual_ransom/), the whole 
campaign yielded ~52BTC (~$131.000 at the time).

 There are documented cases where the group claiming responsibility (“The Shadow 
Brokers”) let people off  without paying.

 Did people think this was about money? Yes.
 Did they later think the campaign was half-baked and full of  holes? Yes.

 A quickly discovered kill switch.
 No way to differentiate payees.
 Decryption keys leaked.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://blog.malwarebytes.com/cybercrime/2017/05/how-did-wannacry-ransomworm-spread/


https://mobile.twitter.com/actual_ransom/
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Wannacry – Was it flawed, and about financial gain?
 Not a big financial gain.

 And yet, the general consensus: it was about money, but badly run.
 No one blames the state actors.
 And then, notPetya appears.
 notPetya uses similar exploits, but the ransomware part is even more of  a joke – the BTC 

address is wrong, notPetya actually destroys the data.
 WannaCry is a prototype for notPetya, notPetya is used to attack Ukraine’s infrastructure.
 And yet the headlines in respectable press are about how incompetent hackers were, 

because they botched WannaCry, and shoddily executed notPetya - it always destroys your 
data, regardless of  payment.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
NotPetya – superficially  resembles Petya (ransomware trojan from March 2016).

https://www.bleepingcomputer.com/news/security/more-security-firms-confirm-notpetya-shoddy-code-is-making-recovery-impossible/

https://www.theregister.co.uk/2017/06/28/petya_notpetya_ransomware/
https://www.bleepingcomputer.com/news/security/security-firms-find-thin-lines-connecting-notpetya-to-ukraine-power-grid-attacks/


Petya utilizes a payload that infects the computer's master boot record (MBR), overwriting the Windows bootloader, and then triggering a restart. On the next startup, the payload is executed, which encrypts the Master File Table of the NTFS file system, and then displays the ransom message demanding a payment made in Bitcoin.[15][2][16] During this process, text purportedly output by chkdsk, Windows' file system scanner, is displayed on-screen, suggesting that the hard drive's sectors are being repaired.[1] The original payload required the user to grant it administrative privileges; one variant of Petya was bundled with an alternate payload known as Mischa, which is used if Petya fails to install. Mischa is a more conventional ransomware payload that encrypts user documents, as well as executable files, and does not require administrative privileges to execute.[2] The earlier versions of Petya disguised its payload as a PDF file, attached to an e-mail.[2]
The "NotPetya" variant utilized in the 2017 attack utilizes EternalBlue, an exploit of a vulnerability in Windows' Server Message Block (SMB) protocol generally believed to have been developed by the U.S. National Security Agency (NSA),[16] which was leaked in April 2017 and also used by WannaCry.[17][16] The malware uses multiple techniques to spread to other computers on the same network, including harvesting passwords.[18][19][20] Additionally, although it still purports to be ransomware, the encryption routine was modified so that the malware cannot technically revert its changes.[21] This characteristic, along with other unusual signs in comparison to WannaCry (including the relatively low unlock fee of US$300, and using a single, fixed Bitcoin wallet to collect ransom payments rather than generating a unique ID for each specific infection for tracking purposes),[22] prompted researchers to speculate that this attack was not intended to be a profit-generating venture, but to damage devices quickly, and ride off the media attention WannaCry received by claiming to be ransomware.[23][24]
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notPetya, an even bigger mess?
 notPetya uses similar exploits to WannaCry, but the ransomware part is 

even more of  a joke – the BTC address is wrong. 
 notPetya actually destroys the data (throws away the decryption key).
 WannaCry is a prototype for notPetya, notPetya is used to attack Ukraine’s 

infrastructure.
 And yet the headlines in respectable press are about how incompetent 

hackers were, because they botched WannaCry, and shoddily executed 
notPetya.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
NotPetya – superficially  resembles Petya (ransomware trojan from March 2016).

https://www.bleepingcomputer.com/news/security/more-security-firms-confirm-notpetya-shoddy-code-is-making-recovery-impossible/

https://www.theregister.co.uk/2017/06/28/petya_notpetya_ransomware/
https://www.bleepingcomputer.com/news/security/security-firms-find-thin-lines-connecting-notpetya-to-ukraine-power-grid-attacks/


Petya utilizes a payload that infects the computer's master boot record (MBR), overwriting the Windows bootloader, and then triggering a restart. On the next startup, the payload is executed, which encrypts the Master File Table of the NTFS file system, and then displays the ransom message demanding a payment made in Bitcoin.[15][2][16] During this process, text purportedly output by chkdsk, Windows' file system scanner, is displayed on-screen, suggesting that the hard drive's sectors are being repaired.[1] The original payload required the user to grant it administrative privileges; one variant of Petya was bundled with an alternate payload known as Mischa, which is used if Petya fails to install. Mischa is a more conventional ransomware payload that encrypts user documents, as well as executable files, and does not require administrative privileges to execute.[2] The earlier versions of Petya disguised its payload as a PDF file, attached to an e-mail.[2]
The "NotPetya" variant utilized in the 2017 attack utilizes EternalBlue, an exploit of a vulnerability in Windows' Server Message Block (SMB) protocol generally believed to have been developed by the U.S. National Security Agency (NSA),[16] which was leaked in April 2017 and also used by WannaCry.[17][16] The malware uses multiple techniques to spread to other computers on the same network, including harvesting passwords.[18][19][20] Additionally, although it still purports to be ransomware, the encryption routine was modified so that the malware cannot technically revert its changes.[21] This characteristic, along with other unusual signs in comparison to WannaCry (including the relatively low unlock fee of US$300, and using a single, fixed Bitcoin wallet to collect ransom payments rather than generating a unique ID for each specific infection for tracking purposes),[22] prompted researchers to speculate that this attack was not intended to be a profit-generating venture, but to damage devices quickly, and ride off the media attention WannaCry received by claiming to be ransomware.[23][24]
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WannaCry and notPetya
 Is there a connection between notPetya and WannaCry?

 But, notPetya has no kill switch as WannaCry did! They are 
different!

 But both WannaCry and notPetya were horrible at extracting 
money. WannaCry had no way of  detecting who paid for 
which machine. And notPetya was even worse – they did not 
keep the decryption keys, and the bitcoin address was wrong. 
Clearly incompetence. Right?

 But how did the hackers then get any money out of  this?

 OK, so your conspiracy theory is that Russia is behind this? 
This is clearly false, they got attacked too!

They use the same exploit. Only 
now, the world is protected against 
it. Well, most of  the world. Except 
Ukraine, for example, where they 
frequently use non-patched 
software, because it is pirated.

Yes, because when you want to 
test malware, you want to be able 
to stop it infecting your 
machines. Once Microsoft has 
issued a patch, then only pirated 
software is vulnerable. And 
Microsoft has protected you.

True, except if  the plan was never 
to gain funds in the first place, 
only to destroy the data and 
hobble infrastructure. In that case 
WannaCry was a proof  of  
concept and notPetya the real 
thing.
The Russians paid them.

They reported attacks, yes, to some 
oil companies. It is unclear what 
was actually attacked in Russia. 
Ukraine was however brought to its 
knees. So, in comparison… 
There is no proof  of  this, but if  I 
was the attacker, I would make sure 
that some of  my non-critical 
infrastructure was hit too. Then I 
could claim I was a victim, and  
complain about the over-reach of  
the NSA at the same time. If  I was 
even smarter I would attack my 
people who are getting too big for 
their shoes (like oil/gas tycoons) 
and then blame the NSA.
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WannaCry / notPetya and Ethics 
 In Russia, the people who launched WC and !P got medals. Therefore, 

to Russians, this was a moral and proper thing to do.

 Morality is context / culture dependent.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://www.2-viruses.com/uk-accuses-russia-of-the-notpetya-cyber-attack
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OK, but is all morality dependent on the culture?
 There are still universal morality guidelines, are there not? For 

example: 
 War crimes (hmm… is Baghuz a warcrime?). Also, Palestine. Warcrime?

 Murder

 Slavery

 Selling people for spare parts

 Taboo transactions (Fiske & Tetlock, 1997)

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://www.theguardian.com/artanddesign/2019/feb/18/final-days-of-the-isis-caliphate-photo-essay and https://www.theguardian.com/world/2019/mar/03/isis-nowhere-baghouz-last-stronghold-syrian-defence-forces

By the way, Selling people for spare parts happens in Europe. I had a patient who described this in exactly these terms. They were running a “modelling agency” and would transport Eastern European girls to Milan and there they would use them as prostitutes, or if they were not pretty enough, dismember them and sell their organs on the black market. Shortly after this session, the patient escaped from the psychiatric clinic.
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Many morality theories exist…
 One theory on morality would be Kohlberg’s (1958).

 Simply put, these are the stages:
 Initial morality derived from parents’ moral system.

 In primary school teachers and peers add to moral reasoning.

 Global morals (rules that are universally acceptable).

 Post-conventional morals (I know what morality is based on previous stages, 
and construct my own moral principles on that).

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://www.theguardian.com/artanddesign/2019/feb/18/final-days-of-the-isis-caliphate-photo-essay and https://www.theguardian.com/world/2019/mar/03/isis-nowhere-baghouz-last-stronghold-syrian-defence-forces

By the way, Selling people for spare parts happens in Europe. I had a patient who described this in exactly these terms. They were running a “modelling agency” and would transport Eastern European girls to Milan and there they would use them as prostitutes, or if they were not pretty enough, dismember them and sell their organs on the black market. Shortly after this session, the patient escaped from the psychiatric clinic.
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Get back to INFOSEC!
 Wait, what? Universal morals get broken all the time!
 …and people who do this might not consider it immoral, even if  it is 

against the law. 

 Also, what connection is there between this and hacking?
 Bear with me.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://www.theguardian.com/artanddesign/2019/feb/18/final-days-of-the-isis-caliphate-photo-essay and https://www.theguardian.com/world/2019/mar/03/isis-nowhere-baghouz-last-stronghold-syrian-defence-forces

By the way, Selling people for spare parts happens in Europe. I had a patient who described this in exactly these terms. They were running a “modelling agency” and would transport Eastern European girls to Milan and there they would use them as prostitutes, or if they were not pretty enough, dismember them and sell their organs on the black market. Shortly after this session, the patient escaped from the psychiatric clinic.
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Norms
 There seems to be a discrepancy between laws, and morals/ethics.

 They are not always aligned.

 Let’s introduce the concept of  norms.

david.modic@fri.uni-lj.si
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Norms
 Norms are: a set of  rules that govern a particular society.
 They are:

 Formal – Laws and ordnances
 Informal – social guidelines of  what is considered acceptable.

 Sometimes, they do not align. 
 When they don’t, people from a given culture generally support the 

informal norms and complain about how formal norms are stifling and 
un-lifelike. 
 Examples on next slide.

david.modic@fri.uni-lj.si
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Norms clash
 Examples:

 Martin Krpan

 Sir Arthur Harris

 Smoking ban in EU.

 Eating or drinking while driving (UK)

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
https://en.wikipedia.org/wiki/Social_norm

Bomber Harris – instrumental in bombing of Dresden. So many bombs, they stopped igniting for lack of oxygen. Clearly a warcrime. He still gets a statue in London.
In Slovenia, it is illegal to smoke in any kind of public building. For example on stage in a theatre. Formal norm – illegal. Informal norm – this is stupid. If a script calls for a cigarette to be lit, well…
It is not illegal to drink or eat while driving in the UK, however you can and will be charged with reckless driving.
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Norms and sanctions
 All norms include sanctions for non-compliance.
 If  there is no penalty for not observing norms, then they are suggestions, 

and not norms.
 Formal norms are sanctioned through the legal system. Breaking the 

formal norms (laws) is an offence and legal sanctions follow.
 Breaking informal norms is punished too.
 The sanctions include ostracism and expulsion from the social networks, 

guilds, etc.
david.modic@fri.uni-lj.si

Presenter
Presentation Notes
When I say social networks, I do not mean facebook .
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Formal norms pertaining to cyber-crime in Slovenia
 Misrepresenting yourself  as an uniformed individual carries up to 1 

year prison sentence each time (penal law KZ-1, article 305).

 Identity theft is treated as abuse of  personal data – up to 3 years 
prison sentence.

 Stealing corporate IP carries 3-5 years prison sentence for the thief  
and 1-3 years for the person who enabled it (1 year if  malfeasance, 3 
years if  malicious).

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
We do have some laws about unauthorized intrusions into computer systems.

kaznivih dejanj lažnega izdajanja za uradno ali vojaško osebo po 1. odstavku 305. člena KZ-1 – kazen do 1. leta zapora vsakič.

Kraja identitete se vodi po kz kot zloraba osebnih podatkov: http://pravninasvet.com/blog/kraja-identitete-2del (praviloma okoli 3 leta zapora)

Kraja poslovnih skrivnosti: https://zakonodaja.com/zakon/kz-1/236-clen-izdaja-in-neupravicena-pridobitev-poslovne-skrivnosti
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So, where are we?
 Norms (formal and informal) guide the perception of  what is moral.
 Moral acts are perceived as Ethical.
 Therefore ethical behaviour means acting according to written and 

unwritten rules of  a society.

 How is that applicable to security?

david.modic@fri.uni-lj.si
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Anecdotal Attitudes (ethical hacking)
 A colleague of  mine, a brilliant pen tester and an ethical hacker of  some 

renown (winner of  several MIT hacking challenges, etc). Said this in 
conversation: ”I do not believe in the concept of  ethical hacking at all. We are all 
just using tools. It is like saying that guns kill people. … After all, there is no ethical 
accountancy or ethical psychology courses taught. It is just accountancy and psychology, 
right?”

 Let’s pick this apart, a bit.

david.modic@fri.uni-lj.si
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Anecdotal Attitudes (ethical hacking)
 “ … After all, there is no ethical accountancy or ethical psychology courses taught. 

It is just accountancy and psychology, right?”

 There are courses available both in ethical accountancy, and ethical 
psychology.

 The first book on accounting was published in 1494 and it includes 
ethical guidelines for accountants.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
Luca Pacioli, the "Father of Accounting", wrote on accounting ethics in his first book Summa de arithmetica, geometria, proportioni, et proportionalita, published in 1494.
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Anecdotal Attitudes (ethical hacking)
 In psychology observing professional ethics serves several purposes:

 Not spoiling it for the next guy (If  we abuse people in experiments, then, 
eventually, we will run out of  participants).

 Unethical behaviour devalues research findings through introduction on 
added uncontrolled variables (mistrust, anger towards the experimenter, 
skewed responses…).

 Avoiding potential legal action.

 Continued membership in the guild of  psychologists.
david.modic@fri.uni-lj.si
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Anecdotal Attitudes (ethical hacking)
 Saying that merely using tools absolves you from moral responsibility 

shows a fundamental misunderstanding of  how norms work.

 It is safe to assume that the general population isn’t overly informed 
about the taxonomy of  hackers.

 Do you want to know why I think that?

david.modic@fri.uni-lj.si
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Public perception
 Here is an example of  two (semi-fictional) headlines. Which one do 

you think is more likely to be published?

david.modic@fri.uni-lj.si

Digital Hell!
Hackers are stealing your privacy! You
are all exposed and your porn viewing
habits will be shown to your wife and
neighbours!

An uneventful day at the office!
A pen tester successfully completed an
in-depth inspection of vulnerabilities in
ACME ltd, observing professional ethics
and responsible disclosure…
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Public perception
 Let’s look at a brief  clip form the movie “The fate of  the furious (2017)”.

david.modic@fri.uni-lj.si
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Public perception
 Let’s look at a brief  clip form the movie “The fate of  the furious (2017)”.

 “Even anonymous won’t touch her?”
 “I want every 0-day exploit chip”? “Hack them all”?

 This is hilarious. But people watch this. And nod, sagely.
 Do not assume that there are many examples in the media where hackers 

are portrayed as anything else but a “digital act of  God”.
 I can only think of  one recent show, which was technically sound – mr.

Robot. 
 And still, the hackers in mr. Robot destroy the world.

david.modic@fri.uni-lj.si
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Are hackers evil?
 Because there are only scary stories that are reported or portrayed, the 

informal norm is that all hackers are evil. 
 Saying that all hackers are the same does not mean that the general 

public will now think everyone is a White hat.
 Therefore this attitude means a Black hat runs afoul of  both formal

and informal norms and a White hat is condemned through informal 
norms.

david.modic@fri.uni-lj.si
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Dichotomy
 We have a nice dichotomy here:

 The formal norms distinguish between (a) unauthorized, and (b) authorized
access of  a computer system.

 The informal norms of  the general population do not. “All hackers are evil!”

 The informal norms of  the hacking community are apparently flexible on 
this topic - “Hacking is a skill, regardless of  how it is used.”

david.modic@fri.uni-lj.si
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Norms and hacking community
 The hacking community has two options (in order to not feel bad):

 Hackers thrive in marginalized groups where skill = reputation

 Hackers invent ways of  rationalizing their actions in order to avoid thinking 
they are doing something bad (in the eyes of  the public).

 But do hackers actually rationalize?

david.modic@fri.uni-lj.si
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What is a “rationalization”?
 Rationalization is a defense mechanism designed to appear to logically 

justify behaviours that are controversial (Freud, 1991).

 Rationalizing is common in Internet Fraud:
 Techniques of  neutralisation (Sykes and Matza 1957) scammers  reduce their 

own inhibitions and make their actions morally justified (in their minds), 
using vocabularies of  adjustment (Cressey 1953).

 The vocabulary of  adjustment might also work among hackers.

david.modic@fri.uni-lj.si
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Examples: “A large company can afford losing a bit” or “it's a victimeless crime", or “They had it coming" - too stupid to know what is going on or "You can't cheat an honest man" - if he was conned it's because he was more dishonest than me / he is same as me, I am just a better cheater). Offender will develop techniques that will help him dislike the victim and thus dehumanize it. 

Sigmund Freud, Case Histories II (London 1991) p. 184
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Cressey, Donald R. (1953). Other People's Money: Study in the Social Psychology of Embezzlement. Belmont, California: Wadsworth Pub. Co,.
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Justifying (un)authorized access
 There is not much research available.

 Luckily we’ve done some at Cambridge.

david.modic@fri.uni-lj.si
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Experimental outline
 N = 4136 (two waves, raw N1 = 6025, raw N2 = 3346)

 Removal of  (a) empty responses, (b) those who answered < 50% 
Offending and (c) <50% psychometrics -> results in removal of  5235 
responses.

 Looking at people who reported to be offenders in cybercrime.

david.modic@fri.uni-lj.si
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Brief  analysis I.
 Descriptives of  the new DV’s show that there are still very low numbers active offenders. 
 We’ll take the results with a grain of  sand, but they might indicate trends, still.
 Initial multiple regression (Offender Progress x Individual * corporate) shows:

 Low explained variance, but regression is significant.
 Both factors influence offending by a significant amount (p < .001).

 INTERPRETATION -> Black hat offenders are more likely to rationalize their actions, 
to make what they are doing OK.

Thus, Black hats do actually rationalize their actions. 

david.modic@fri.uni-lj.si
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Brief  analysis II.
 We have done another MR (Offender Progress x Motivational items).
 Stepwise regression converged in seven steps. Significant (p = .01). 15% of  

variance explained.
 Seven regressors remained. All significant (p range .014 to < .001). 
 Interpretation -> Those who are better at finding a justification for 

their action(s) are more likely to engage in black hat activities.
 Summary: The ability to rationalize ones actions as excusable or 

moral is one of  the driving forces in unauthorized access to 
computer systems!

david.modic@fri.uni-lj.si
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So where are we now?
 Norms (formal and informal) guide the perception of  what is moral.

 Moral acts are perceived as ethical.

 Therefore ethical behaviour means acting according to written and 
unwritten rules of  a society.

 Is that applicable to security and hacking?

 YES, clearly from the experiment. But do these rationalisations work?

david.modic@fri.uni-lj.si



50

The myth of  the perfect crime
 In psychotherapy, there is the concept of  the Myth of  a perfect crime. 
 Most of  us get disabused of  this by the age of  five or so.

 But, do hackers?

david.modic@fri.uni-lj.si
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Let’s get back to the conversation with my hacker friend
 D(avid): …. There is a myth of  a perfect crime. But it is a myth.
 H(hacker): Is it?
 D: Yes. It is unlikely one will get away with it, long term.
 H: Only stupid people get caught.
 D: Operational security is hard.
 H: Still, some people never get caught.
 D: Perhaps the problem is in the definition. A perfect crime is a crime with no 

consequences to you.
 H: YES, agreed.

(continued on the next slide)
david.modic@fri.uni-lj.si
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The conversation with my hacker friend (cont.)
 D: Well, even if  you are not caught, but you need to be constantly on the lookout, and 

you need to move to an island in the Carribean, and you cannot have a relationship, and 
have to have a go-bag constantly packed… Surely you cannot claim that these are not 
consequences of  your action impacting you?

 H: I wouldn’t mind any of  that.
 D: That is not the point. You are mixing consequences of  breaking formal norms with 

consequences of  breaking informal norms. It does not matter whether you mind this or 
not.

 H (is quiet for a bit): Look, I have work to do. Is there anything else you wanted to discuss?
D leaves. This conversation happened. Honest to God.

david.modic@fri.uni-lj.si
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Summary
 Pretending that ethics are not applicable to hacking is pointless. 
 Ignoring this has consequences.

 (potentially) being caught is a corollary of  breaking formal norms 
(laws).

 Substantially changing your lifestyle is a corollary of  avoiding the 
consequences of  breaking informal norms.

david.modic@fri.uni-lj.si
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Summary (cont.)
 If  breaking informal norms was not a problem, then there would be no 

need to find excuses for it. Empirically, that is clearly not true. Blackhats 
do attempt to find an excuse for their actions.

 Therefore not observing ethics in hacking is problematic, whether we 
pin this on the premise of  good and evil or not!

You See? I told you I would not be moralizing or sermonizing in 
this lecture.

david.modic@fri.uni-lj.si
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Self-interest
 We can construe any black-hat activity in the context of  game theory / 0 -

sum game. 
 On one side is the potential profit.
 On the other is the likelihood of  getting caught, and the consequences.

 Does the potential profit outweigh the likelihood of  getting caught (fairly high as is), 
and the substantial change of  lifestyle in order to not increase the likelihood of  getting 
caught?
 Corollary: Is being an ethical hacker in your best interest or not?
 No need to answer that out loud.

david.modic@fri.uni-lj.si
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Zero-sum is a situation in game theory in which one person's gain is equivalent to another's loss, so the net change in wealth or benefit is zero. 

             Profit  free
Profit      1,0      1,1
Free        0,0      0,1       
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In practical terms
 There is no crime without consequences to your lifestyle.

 If  you do not break the law, you are safe from official prosecution.

 But, unauthorized access is against informal norms, regardless of  
what excuse one comes up with it (see empirical proof).

 Regardless of  whether you see yourself  as a decent or bad human 
being* observing ethics is in your best interest.

david.modic@fri.uni-lj.si

Presenter
Presentation Notes
*It is pointless to poll this. An overwhelming majority of people see themselves as decent / good people. 



57

So what do you do?
 Unauthorized access is unethical and against the law. 

 Therefore, get authorized access – i.e. do penetration testing.

 Disclosing or selling secrets without following the proper procedure is 
unethical and against the law. 
 Therefore stick to the rules of  engagement and the scope. Do not access OOS areas. And 

never save any corporate or individual IP on your machine!

david.modic@fri.uni-lj.si
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So what do you do II. ?
 In a practical sense:

 Know the law.

 Stick to the agreement.

 Get authorization for pen testing.

 Unless expressly allowed, never use active measures.

david.modic@fri.uni-lj.si
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Questions?
(we are not done yet  )
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Homework (send it to me by Wednesday 26.10.2020 @ 12:00)
 General notes on homework. 

 No need to be wordy. Concise is fine. For homework 1, I will actually 
tolerate bullet points (but won’t be ecstatic about it).

 The general essay writing rules apply (each paragraph about a separate topic, 
flow, parsimony, double spaced, avoid fluff).

 No need to go past 500 words.

david.modic@fri.uni-lj.si
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Homework (send it to me by Wednesday 13.03.2019 12:00)
 Part 1. A thought exercise.
 Think of  a company / person / Institution, that you would like to attack. 

Tell me about it, and why they would be a good target.
 Describe in a step by step fashion, how you would go about compromising 

the target, and what would your final goal be. From the beginning.  Briefly 
describe each step, i.e. (a) I would google the company to find out their domain 
name. (b) I would look at budget reports to see who the board members are. (c) I would 
find the emails of  the board members. etc.
 DO NOT DO ANY OF IT. Not even a little. Not even for fun.

david.modic@fri.uni-lj.si
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Homework (send it to me by Wednesday 13.03.2019 12:00)
 Part 2. Analysis
 Look at your report. Look at all actions described there.
 List which laws you would be breaking at each step and what the prison 

sentences are for these offenses, i.e. steps (a) … (e) not breaking any laws. (f) 
identity theft, up to 3yrs * 2, (g) breaking and entering, up to 2yrs…. 
 Add the per partem sentences and report them.
 For bonus points, think about which informal norms you would be 

breaking, and list them.
david.modic@fri.uni-lj.si
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Two presentations are going spare
 Who wants to present Shodan hacking?

 Who wants to give an overview on Metasploit?

 This is a safe space. No one will laugh at you. If  they will laugh, they will 
laugh with you. 

 No one is born with this knowledge. However, at this level, you are 
expected to be able to research stuff  on your own. If  you are reluctant to 
commit now, I can ask you again at the next lecture 28.10.

david.modic@fri.uni-lj.si
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Next time…
 Next lecture is 28.10.2020 at 16:30
 We will talk about the process of  pen testing and its pitfalls in the first 

part.

 In the second part, I will introduce you to the breach database, give 
you access and let you play around with it.

 See you in a week!

david.modic@fri.uni-lj.si
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