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Prakticni vidiki upravljanja
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|lzobrazevalno/raziskovalna omrezja
Arnes, storitve

Upravljanje omrezja ARNES
« Kaj upravljati

* Orodja

* Varnost

Diagnosticiranje

Kvantna doba




Namen
 Kakovostne, inovativne storitve za R&l

* Podpora mobilnosti
“Neodvisnost” od lokacije in Casa
Studentje, profesorii, raziskovalci

« Razvoj novih storitev

Zaprta skupino uporabnikov




GEANT @

3.000+ raziskovalnih in R&l Org R&l Org R&l Org

izobrazevalnih organizacij

ORORORONG
ANVARARVARYA

40+ M uporabnikov




Evropsko omrezje - GEANT

s Fibre
s Spectrum
Connected Regional Network

Leased Capacity

March 2025




AT THE HEART OF GLOBAL RESEARGH !
AND EDUCATION NETWORKING GEANT

Dark shading: connected to
regional network

Light shading: eligible to
connect ta regional network
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Optimizirano za velike prenose

Zeneva - Canberra
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GEANT + R&I| omrezja

Geneva — Canberra: GEANT + R&| omrezja

10%———

BW Gbit/s

60000 80000 100000 120000 140000 160000
Time during transfer sec

0 20000 40000

R&| omrezja so na¢rtovana za razli€ne namene
kot internet

Comparative Times for a 100TByte data transfer.

File Size (TB Data rate (Gbit/s Time taken (Hou Time Taken (Days

rs
EEET 9.27 34.0 14
ISP A 100 172 183.2 7.6
ISP B 100 0.11 2864.3 119.3




Aggregate - GWS Upstreams - ingress
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Arnes All Upstream Traffic
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rarnes2 -> rljtpl1 (LHCONE + internet)
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ObiCajna uporaba ?
« Splet, govor, video, igrice...
 Koliko je dovolj?

Znanost
* Veliki znanstveni eksperimenti

* Odprta znanost

Odprt dostop do rezultatov ter zbranih
podatkov

» Uporaba superracunalnikov




LHC: Large Hadron Collider, Cern

100 m pod zemljo, obseg ~27 km




LHC

Ogromni detekorji

100 Megapixel kamere, tisoce fotografij/s




Tier-2 sites

(~ 140)

Tier-1 sites
Connected by >100 Gb/s links
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LHCONE VPN

« LHCONE_-_map_v11.3,_2025-10-08.jpg:
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LHCONE L3VPN: A global infrastructure for High Energy Physics data analysis (LHC, Belle Il, Pierre Auger Observatory, NOvA, XENON, JUNO, DUNE, Experimental Network Research)
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LHCONE VPN

* Omrezje za WLCG (Worldwide LHC Computing Grid)

« 1,4 Mio CPU jeder, 1,5 Exabajta podatkov,170 lokacij v 42
drzavah

WLCG Throughput @
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http://wlcg-public.web.cern.ch/

V Cernu pravijo, da so ulovili delec, ki je skoraj Odkrivanje Higgsovega bozona tudi z
zanesljivo Higgsov bozon razprsenim superracunalnikom

Racunalniki, povezani v svetovno omreZje grid, obdelujejo podatke, ki jih dobijo na
velikem hadronskem trkalniku v Cernu.

Odkrit je $e zadnji manjkajoci delec fizikalne standardne teorije. Samo milijoninka je
verjetnosti, da so izmerili nek Sum.

Graficni prikaz izmerjenega trka protonov v detektorju ATLAS. Rdece crte oznacujejo
rekonstruirane poti mionov skozi detektor. Dva para mionov sta nastala pri razpadu dveh
sibkih bozonov Z, razpadnih produktov Higgsovega bozona, ki je nastal ob trku protonov
v srediscu detektorja. Analiza prikazanega ter ostalih dogodkov je bila izvedena v
omrezju grid Foto: ATLAS

Pospesevalnik delcev Foto: arhiv Cern

Zeneva —Raziskovalci v velikem hadronskem
trkalniku (LHC) v Cernu so danes predstavili
najnovejSe rezultate raziskav o zdaj najbolj
iskanem delcu v fiziki, 0 Higgsovem bozonu
oziroma tako imenovanem boZjem delcu, ki poskrbi
za to, da imajo osnovni gradniki snovi maso.

Ob velikih znanstvenoraziskovalnih projektih v
Evropi, kakrsen je veliki hadronski trkalnik v
Cernu, je zraslo svetovno omreZje grid, ki
zdruzuje racunske kapacitete raziskovalnih
institucij in univerz. Slovenija je v razvoj
omreZja vkljucena Ze od leta 2004, od leta
strani Mot kaj bi 2010 pa je demonstracijska gru¢a na Arnesu
pomenila najdba na voljo tudi vsem slovenskim raziskovalcem.

0 lovu na Higgsov bozo.

Odgovarjali so na »izzive, ki so ga v ponedeliek
dobili od ameriSkih kolegov, ki delajo na
pospesevalniku delcev Fermilab. Americani so
namre¢ sporocil, da so nasli smocne znake« o
obstoju Higgsovega bozona, vendar Cakajo Se na »Mislim, da ga imamo, je vzkliknil Rolf
podatke iz Evrope, ki bi potrdili njegove morebitno odkritje. Heuer, generalni direktor evropskega




Opticni teleskop Vera C. Rubin

L%
TR
VERA C.RUBIN
OBSERVATORY

Observatory overview

TELESCOPE CAMERA
&

SITE

southern hemisphere | 2647m a.s.l. | main mirror @ 8.4 m (effective 6.4 m) 3.2Gpixels | 21.65m | 3.7m

stable air | clear sky | dark nights | | large aperture: f/1.234 | wide field long | 3ton | 3lenses | 3.5°

good infrastructure of view | 350 ton | compact | to be field of view | 9.6 deg? | 6 filters
repositioned about 3M times over ugrizy | 320-1050 nm

10 years of operations

Source: LSST: from Science Drivers to Reference Design and Anticipated Data Products




Opticni teleskop Vera C. Rubin




Opticni teleskop Vera C. Rubin

s S Cumulative data volume

OBSERVATORY

Size of datasets

(cumulative to year)

~0.5 EB of data
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Superracunalniki




Kje so superracunalniki?

i
E: :} EuroHPC SL'[.._]G

« Evropa (eurohpc-ju.europa.eu): - Slovenija (doc.sling.si):

» JUPITER 1 exaflopsov) - Uni\(erza v Mariboru Maister)

« LUMI (386 petaflopsov] rrsl;tiut "Jozef Stefan, [NSC)

* LEONARDO (249 petaflopsov] - Fakulteta za informacijske Studije Novo
« MARENOSTRUMS5 (215 petaflopsov) mesto (Trdina] .

e MELUXINA 12,8 petaflopsov]) y {Ea'trléﬂtplélflogg?cusklh znanosti

» KARORLINA (9,6 petaflopsov)
» DEUCALION (7,5 petaflopsov]
* VEGA [6,9 petaflopsov]

» DISCOVERER (4,5 petaflopsov])




Superracunalniki

. g e Wk, vy

EuroHPC systems 2023-2025 ¢ / B { @ s

IS 70 =
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Exascale

l Pre-exascale

I Petascale / Mid-range




EuroHPC Vega

Institut informacijskih znanosti (IZUM)
v Mariboru

- 8,92 petaflopsov (3,82 CPU + 3,1 GPU)
Prvi operativni EuroHPC JU sistem
. . ATOS Sequana XH2000

1.020 racunskih vozlis¢, Infiniband 100
Gb/s

- 18 PB Large Capacity Storage Ceph

1 PB High Performance Storage Lustre
- Poraba energije <1 MW,

| Hiperpovezanost 600 Gb/s

- april 2021 : #60 v EU, #198 globalno
:  (top 500)







Oblaki na Arnesu

- Strezniki + storitve, hramba podatkov




|lzgradnja novih podatkovnih centrov

Okolica Ljubljane

REPUBLIKA SLOVENIJA | MACRTZA e Financia
MINISTRSTVO ZA VISOKO 30LSTVO, OKREVANJE Evropska unija
ZNANOST IN INOVACIE IN ODPORNOST NextGoneratonEy




|lzgradnja novih podatkovnih centrov

. . a NNNNNNNNNNNNNN o NO 1 | g:::c::: -;Imncl ;;;;
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https://video.arnes.si/watch/pxIsxyj36c2k



https://video.arnes.si/watch/pxlsxyj36c2k
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Povezljivost: IPv4, IPv6, multicast, namenske povezave
Mobilnost: ArnesAAl, Eduroam

SaasS:

« e-poSta/WebMail, Spam filter, Splet-wordrress, Analitika, UCilnice, Filesender,
Planer, FTP, NTP (stratum1), IRC...

« Multimedija: videokonference (Zoom, VID/Jitsi), prenosi v zivo, VoD, Lola
PaaS: MDM (e-identitete), Grid/HPC
laaS: streznik po meri, shramba (diski), AAl/eduroam
NGI: Nacionalna Grid Iniciativa, SLING
Varnost: Si-Cert, digitalna strezniska potrdila
SIX, registracija domen .Sl + DNS
Podpora uporabnikom, izobrazevanje, konference
Razvoj (mednarodno sodelovanje!)




Streznik po meri

« 2vCPU/4GB RAM/40GB disk
Moznost pove€anja kvote

« Namestitev (poljubnega) OS [licence]
« Samostojno upravljanje

HPC: 9.600 jeder
* 6.500 na ,obicajnin® CPU

* 1.100 na NVIDIA GPU
48 * V100S
16 * H100




Streznik po meri : 160/200+ TB
Arnes shramba (Ceph/S3) : 1,2 PB

- Arnesova gru¢a GRID/HPC/HTC/GPU
~« 2 PB (dCache, cache)

DolgoroCna hramba (trak): 10 PB
 plan: 30 PB LJ + 30 PB MB




] @
Mobilnost: WLAN eduroam si

Varno preverjanje Korenski streznik AAI

istovetnosti EduRoam
=

Strezniki Radius Vrhnji streznik AAI

Za Slwenuu

Odjemalec 802.1x (i)
EAP-TTLS + PAP

=g T s

Jﬂl’l’

Tretja organizacija
Organizacija gustlteluca (domenaC.si)
(domenaA.si)
» @ Tunel TTLS . 0 El

Uporabnik Sifrimi tunel za Prenos Dumaca organizacija
(upurahnik@dnmenaﬁ.si} uporabniskega imena in gesla (domenaB.si)




Shema uporabe AAI
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Kako varno mimo ceri interneta?

Full Screen

Events Index Kamera in zvok varna_raba 12-13.pdf

Filter Events w
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VoD — Video portal

#Naslov +Avtor + Kijuénik + Licenca + Kanal + Organizacija
() Domov

Raunainiitvo ininformatiks
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20 GB

PoP/IMAP/WebMall

2024
« 280.000 uporabnikov

* 929 dopisnih seznamov :
9,24 mil. sporocil
398.984 e-naslovov

* 109 milijonov legitimnih sporocil
* 43 milijjonov spam-a: 99,999% zanesljivost




Primarni za .Sl
SaaS za organizacije

Rekurzivni DNS-i (v 2024)
* > 6.100 poizvedb/s
 konice do 33.000/s
* 193 milijard na leto!
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Nujnost delovanja storitev

Kako zagotoviti razpolozljivost?
* Profesionalnost kadrov

« Kakovostna oprema

 Redundanca

Nadzor sistemov

Dezurna sluzba




Infrastruktura

Zanesljiva elektrika (dve veji; UPS, agregat), hlajenje
Podvojena stikala Ethernet
Podvojen pozarni zid
Podvojen porazdelilnik bremen
Podatkovne resitve
Diskovna polja (dvojni krmilniki, RAID, sinhronizacija, Snapshot)
Podvojena stikala FC
Sistemi za varnostne kopije (disk to disk, disk to tape/LTO)
DNS

StrezniSka tehnologija, aplikacije

Dvojno povezani strezniki (napajanje, Ethernet, FC) ; ILO
Virtualizacija: mobilnost VM (VMWare, Ovirt) ; VMWare SRM za register

Redundantnost vgrajena v aplikacije
LDAP, baza, e-posta...

Redundanca na osnovi DNS (round robin po zapisih MX, A/AAAA)
Redundanca z uporabo porazdelilnika bremen




Hibridni model omrezja
* Prenos prometa IP
IPv4, IPV6
QoS (prioritete, prepustnost...), multicast...

« Povezave tocka-toCka

zahtevni projekti: fizika (1JS, Cern), kemlja genetika,
klimatologija, astronomija, medicina..

HPC v MB: Vega

Povezave do redundantnih racC. centrov (IZUM, NUK...)
Porazdeljeno izvajanje koncertov - z vecC lokacij

Slovenija, EU, svet (omreZja GEANT, 12...)




VozlisCe povezano na dve sosednji
* En usmerjevalnik na dve vozliscCi
* Dva usmerjevalnika, vsak na eno

Povezave tocka-tocka

* Podvojene povezave (2 loCena sistema)
Podvojenost lokalnih zank!

* Ena povezava, scitena v DWDM omrezju




Omrezje ARNES

Gornja

Radgona Murskz

Sobota

L Lendava

Radenci

Trbovlje
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Posodobitev opticne hrbtenice

V letu 2023
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XWDM: vec signalov preko enega vlakna

Multipleksirani
signali




Povezava Clanic v omrezje

+1.727 Clanic
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HrbteniCho omrezje (jedro, hrbtenica)

Dostopovno omrezje — povezave clanic
Kampus omrezja

SIX

Podatkovni centri




Omrezje je kompleksen sistem
* Nekaj deset tisoC naprav, mnozica stan;

 Velika raznolikost
Usmerjevalniki
Ethernet stikala
XWDM oprema
Sistemi za napajanje (UPS, agregat...)
Pretvorniki/modemi
Dostopovne tocke WiFi

* Povezave med napravami




Do kod upravljati?

-
— st
— -
—
—
P et T e
ou S L
- at
— O
—
-—
—
—
—
— o
-—

- obmocje
> upravljanja
lokalno Arnesa
omrezje na R

organizaciji

hrbtenica
: omreZja
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R - usmerjevalnik prometa \




Konfiguracije omreznih naprav
« Priprava, vzdrZevanje, shranjevanje

Stabilnost delovanja
« Nadzor stanja, odprava napak...

Varnost
« Kontrola dostopa, odkrivanje anomalij...

Zmogljivost
 Omreznih naprav
 Povezav
 Mehanizmov QoS

Belezenje
» Zbiranje podatkov
» |zdelava statistik...




Generiramo/shranjujemo/spreminjamo konfiguracije
Zajemamo podatke (promet, napake, CPU...)

RiSemo grafe, topologijo omrezja
e Stanje
* Trendi

Zaznavamo probleme
* Ob prekoracitvi neke vrednosti
* Ob nedosegljivosti naprave...
* Ob nekem sporoCilu
« Avtomatsko obvesCanje: e-poSta, SMS...

Odkrivamo vzroke za probleme (debugging)




Primer: opticni signal — Rx mocC
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Primer grafa
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“Enostavna” orodja
* Ping
* Traceroute

Oddaljen dostop (ssh, telnet) + CLI ;
HTTP

SNMP

Syslog




Prosto dostopno programje
* Oxidized: arhiviranje konfiguracij
SmokePing
Cacti -> SNMPcollector, CollectD/Graphite; Grafana
Icinga2 : preverjanje stanja
Syslog-ng : naprave sporoCajo dogodke
Netflow: nfsen, nfdump...
OTRS (ticketing sistem)
Capirca (ACL)
netbox/IPAM : upravljanje z naslovnim prostorom IP
Dokumentacija (netdot->Snipe-IT, netbox, wiki, GoogleEarth...)

ANSQO: lastne skripte, aplikacije
Priprava + instalacija konfiguracij
Upravljanje naslovnega prostora

ACL generator

Nadzor usmerjevalnih tabel (BGP, OSPF)
SLA monitor




Dinamika uporabe orodi

asset management

network
documentation

configuration

metrics collection

metrics storage

visualization

monitoring

alerting

Staro stanje

asset management
netdot
network
documentation
wiki
“conf t"
_ ansible
configuration
rancid dns
oxidized
metrics collection
collectd
metrics storaae -
: acti
graphite
visualization
grafana
monitoring
icinga 1
alerting

rocno dodajanje nadzorovanih elementov

Novo stanje

asset management

snipe-it?
i-doit?
network
documentation
netbox
DWDM NMS “conft" ansible
configuration
snmpcollector oxidized
metrics collection
prometheus
exporters

metrics storage

prometheus &
victoria metrics

visualization
grafana
maonitoring
icinga2
alerting
opsgenie

roéno dodajanje nadzorovanih elementov




komercialni produkti
« Splunk: analiza syslog

* Se |im izogibamo
Kompleksni, zmogljivi, optimizirani
Dragi
Tezko obvladljivi in razsirljivi

Splunk -> ELK:
 Elasticsearch, Logstash, Kibana




SmokePing

biblioteka.bol.bg (193.200.14.182)

Last 3 Hours

Tam
B0 nm
Ll

40 m

Seconds

20 m

@ m

08 - 00 OB 20 0@ 40 09: 09 0% 20 o940 10: 00

1@ 20 10:40

median rtt: 31,3 ms avg 31.3 ms max 31,3 ms min 31,3 ms now 0.0 ms sd 3.7 K am/s

packet loss: 0.00 % avg 0.00 % max 0.00 % min 0,00 % now
loss color: @0 M@ 1l/30 MW2/30 M3/30 W4/30 W 15/30 W 29/30
probe: 30 1CMP Echo Pings (1480 Bytes) every 308s end:

Last 30 Hours

Tam
B0 nm
Ll |

40 m

Tue Dec 13 1G:56:35 2011

Seconds

30w

20 m

@ m

s}
Hon 12:00 Tue D0:00

median rtt: 31,3 ms avg 31.4 mns max 31.3 ms min 31.3 ms now 0.0 ms sd 1.4 k amSs

packet loss: 0.00 % avg 0.00 % max 0.00 % min 0,00 % now
loss coler: @O0 ELl/30 BM2/30 H3/30 B4/30 E15/30 W 29/30
probe! 30 1CMP Echo Pings {1480 Bytes) every 308s end:

Last 10 Days

7@
B3 m

0 n

- 1
40 m \

Tue Dec 13 16:56:36 2011

30 n

Seconds

20 n

l@n

[:]
03 0 as L] o7 ag g 1o

11 12

median rtt: 36,2 ms avg 59.8 ms max 31,3 ms min 31,3 ms now 6.7 ms sd 5.4 amsSs

packet loss: 0.00 % avg 0.00 % max 0.00 % nin  0.00 % now
loss color: @0 M@ Ll/30 W2/30 M3/30 M4/30 W 15/30 W 29/30
probe: 30 1CMP Echo Pings (1480 Bytes) every 300s end:

Tue Dec 13 10:56:36 2011




Det. NETwork DOcumentation Tool

rogljica.arnes.si

search:

user: hw_admir

Thu Mov 28 0¢

Management Contacts

Advanced Reports

Export Help

Devices Assets IP Topology Graph Polling Stats Database Reports

Asset Inventory

By |Types‘|‘v‘|ode| Summary Vl

Type Model Count

Total Assets: 2066

Chassis 38
SH7HU 33
SH9HU 3

Console Server 10
ACMS5004-G-E 3
IM4232-2-DAC-X2-EU 3
IM4232-2-DAC-X2-G-EU 2

Cooling 12
ACRC103 12

DAC Cable 24
DAC, 1 meter 2
DAC, 1 meter, rev 1 7
DAC, 1 meter, rev 3 2
DAC, 1 meter, rev A00 12
DAC, 3 meter, rev 2 2
DAC, 3 meter, rev 3 3
DAC, 5 meter, rev 1 1
DAC, 5 meter, rev 2 2
DAC, 5 meter, rev 3 3

Module 630

10PCA-PCN-1G3+10G

16CSM-#¥D01-#¥D32-SFA
16CSM-#¥D01-#¥D32-SFB

1CSM+#D04-E/V
1CSM+#D15-E/W
1CSM+#D16-E/W
1CSM+#D31-E/W
1CSM+#D32-E/W
2BSM-#D01-#D32

2BSM/P-#C1270-#C1610-DM

2PCA-PCN-10G
2WCC-PCN-10G

IBSM-#G1210-#C1610
40CSM/2HU-#D02-#D32
ACSM-#C1470-#C1610

4CSM-#D09-#D12
4CSM-#D132-#D16
4CSM-#D25-#D28
4CSM-#D29-#D32
4GSM-#D01-#D16
4GSM-#D17-#D32

4TCA-PCN-4GU+4G

ASR1000-ESP40
ASR1000-RP2
ASR1000-SIP40
ASR1004-PWR-AC

RS ST S N R e I R, I, W [ LG R O N T R Y R Y Y S = = N



I'l@t. NETwork DOcumentation Tool

rogljica.arnes.si

search:
user: hw_admin [logout]

Thu Mov 28 10:10:41 2013

Management Contacts  Cable Plant  Advanced Reports Export Help
Devices | Assets | MLANs | Address Space ;| DMS Records | DMNS Zones | DHCP
Device Tasks [new] [hide]
Find Devices
Name/IP/MAC: | |
Mames within:  [All Zones ~|[ Find |
Device: lijtpll.arnes.si [HTTP] [HTTPS] [refresh] [snmp-update] [delete]
Basics Interfaces =~ Modules IPinfo BGP Peers Spanning Tree Topology ARP  FWT  History  Access Rights  all
Device Modules (311)
Number Name Class Model Description Asset
1 WS-C6506-E chassis WS-C6506-E Cisco Systems, Inc. Catalyst 6500 6-slot Chassis System Cisco 6506, SAL1442X7GA, 588D09EBR34C0
[csv]
items per page
Module 1 contains:
Number Name Class Model Description Asset
2 Physical Slot 1 container Cisco Systems, Inc. Catalyst 6300 &-slot Physical Slot -
8 Backplane backplane Cisco Systems, Inc. Catalyst 6500 &-slot backplane -
3 Physical Slot 2 container Cisco Systems, Inc. Catalyst 6500 6-slot Physical Slot =
4 Physical Slot 3 container Cisco Systems, Inc. Catalyst 6500 &-slot Physical Slot -
5 Physical Slot 4 container Cisco Systems, Inc. Catalyst 6500 6-slot Physical Slot -
6 Physical Slot 5 container Cisco Systems, Inc. Catalyst 6500 6-slot Physical Slot =
7 Physical Slot 6 container Cisco Systems, Inc. Catalyst 6500 &-slot Physical Slot -
13 Container of Fan FRU 1 container Container of Fan FRU =
15 Container of Container of Power Supply container Container of Container of Power Supply -
[csv]

Module 2 contains:

Number Name  Class Model
4000 1 module  WS-X6704-10GE
Module 4000 contains:
Number Name
4001 CPU of Module 1
4002 module 1 power-output-fail Sensor
4100 Tel/1
4003 module 1 outlet temperature Sensor
4101 Tel/2
4004 module 1 inlet temperature Sensor
4102 Tel/3
4005 module 1 insufficient cooling Sensor
4103 Tel/4
4006 EARL Switching Engine Container 1

WS-X6704-10GE CEF720 4 port 10-Gigabit Ethernet Rev. 2.6

Description

Class
module
sensor
port
sensor
port
sensor
port
sensor
port
container

Model
CPU of Module 1
module 1 power-output-fail Sensor
Transceiver Port Tel/1
module 1 outlet temperature Sensor
Transceiver Port Tel/2
module 1 inlet temperature Sensor
Transceiver Port Tel/3
maodule 1 insufficient cooling Sensor
Transceiver Port Tel/4
Switching Engine Container 1

Description

items per page

Asset

Cisco WS-X6704-10GE, SAL11402ZXR

[csv]

items per page

Asset



Module 4000 contains:

Number Name
4001 CPU of Module 1
4002 module 1 power-output-fail Sensor
4100 Tel/1
4003 module 1 outlet temperature Sensor
4101 Tel/2
4004 module 1 inlet temperature Sensor
4102 Tel/3
4005 module 1 insufficient cooling Sensor
4103 Tel/4
4006 EARL Switching Engine Container 1
Module 4100 contains:

Number Name

4200 10-Gigabit Transceiver Port Container Tel/1

Module 4101 contains:

Number Name

4201 10-Gigabit Transceiver Port Container Tel/2

Module 4201 contains:

Number Name Class Model

4312 Transceiver Tel/2 module ¥ENPAK-10GB-5R

Module 4212 contains:

Number Name
4313 Tel/2 Module Temperature Sensor
4314 Tel/2 Supply Voltage Sensor
4315 Tel/2 Bias Current Sensor
4316 Tel/2 Transmit Power Sensor
4317 Tel/2 Receive Power Sensor
Module 4102 contains:
Number Name
4202 10-Gigabit Transceiver Port Container Tel/3

Xenpak Transceiver 10Gbase-SR Tel/2

Class

sensor
sensor
sensor
sensor
sensor

Class Model Description
maodule CPU of Module 1
sensor module 1 power-output-fail Sensor
port Transceiver Port Tel/1
sensor module 1 outlet temperature Sensor
port Transceiver Port Tel/2
sensor module 1 inlet temperature Sensor
port Transceiver Port Tel/3
sensor module 1 insufficient cooling Sensor
port Transceiver Port Tel/4
container Switching Engine Container 1
Class Model Description
container 10-Gigabit Transceiver Port Container Tel/1
Class Model Description
centainer 10-Gigabit Transceiver Port Container Tel/2

Description

Model Description
TenGigabitEthernet1/2 Module Temperature Sensor
TenGigabitEthernetl/2 Supply Voltage Sensor
TenGigabitEthernetl/2 Bias Current Sensor
TenGigabitEthernet1/2 Transmit Power Sensor

TenGigabitEthernet1/2 Receive Power Sensor

Class Model
container

Description
10-Gigabit Transceiver Port Container Tel/3

Asset

[csv]

items per page

Asset

[csv]

items per page

Asset

[csv]

items per page

Asset

Cisco XENPAK, SR, IIM1147M10N

[csv]

items per page

[esv]

items per page

Asset

[csv]

items per page




Alarm Begin/End today, 06:10 — 06:25 (16 min) 1 affected ohject .10 events
Events First/Last today, 06:08 / 06:09

Timeframe:  2025-01-10 05:07 = 07:10 20250110 back NOW Live Update Create Report Save Analysis

scrolling

Target Details Target Sparklinas Visual Explorer

Target Object ARNES (AS2107) ¥
% ACK Packets/s: 23 M

25M 4 05 - 13M - 30M - 25M T Packetsis: 2.6 M m Options
oM 04 10m- 25M Som SYN Packets/s: 1.1 M )
' 1. ' % SYN Packets/s / ACK Packets/s: 0.5 ACK Packets/s
15m | oz oam. >’ 1.5M TCP Packets/s: 2.4 M Packets/s
15M S¥MN Packets/s
10M 4 02 - O5M 1.0M SY¥M Packets/s { ACK Packets/s
Lo TCP Packets/s
0.5M 01 - B3M 1 gepe | O5M
- e Add Metric
00M - none | oom - oom - oom
05:10 05:20 05:30 05:40 05:50 06:00 06:09 06:20 06:30 06:40 06:50 0700 o710
{(router mx1_bud.hu.geant.net and if 527) or {router mx1.bud.hu.geant.net and if 554) or {router mx1.bud hu.geant net and if 826) or (route.. ~ | Suggest Analysis = History || = Filter to ACL Filter to Plot
Filter (switch to visual mode)
as 210?@& Broto‘l;:g mﬂags g Eﬂﬂ Tlags A
s
Auto-update Auto-update
[ Search | Top- 10 orderad by Top-| 10 Dst IPs v | ordered by
Results for: 2025-01-10 06:08 - 2025-01-10 06:13 Results for: 2025-01-10 06:08 - 2025-01-10 06:13
Packets Estimated Rate % of Total SrclPs Packets Estimated Rate % of Total DstiPs
144900 402.50 217 B80.67.68.26 121501200 33750 k 97.86 193.2.1.67
138000 383.33 2.07 233222191 139800 388.33 0.11 2001:1470:7i80:e3. 3eecefii fefd 4798
120000 333.33 1.80 80.67.68.35 133200 370,00 0.1 193.2.253.126
91500 25417 1.37 199.232.214.172 111300 30917 0.09 194.249.231.23
26400 240.00 1.30 2a00:1450:4002:8::a 94500 262.50 0.08 193.2.128 .48
60300 167.50 0.90 151.101.242.172 26400 240.00 0.0 2001:1470:162d:ccodc62:93a9:d63e:b740
45300 125.83 0.68 34.117.35.28 25200 236.67 o.ov 153.5.821
25500 T0.83 0.38 2a02:2610:1d00::5f65:7ab8 77400 215.00 0.08 153.5.147.125
25200 T0.00 0.38 2332221157 68400 190.00 0.08 194.249.197 45

24300 67.50 0.36 2a04:4e42:39::684 66900 185.83 0.05 194.249.197 .48




"3 Sakari Hub @ DFN-MEMO DDoS Detection x +

< C [J 2% primary.nemo.geant.org

Summary Alerts Objects Insights ¥ Preferences ¥  Documentation v

w — O X

mEJEIIH#.oVPN

{active) DFN-NEMO

Summary of Open Alerts (Generated on: 2025-01-11 10:47:26)

| All severities (0) | | critical (0) | [ Warning (0) | [ nfo (0) |

Auto refresh: | No auto refresh  ~ | Dates/Times in

See all alerts opened during the last hour, the [ast 24 hours, or last 7 days.

There are currently no open alerts.

Recent Alert Analyses

Alert ID Object Comment

View 358157 ARNES (AS2107) ARNES TCF Scan 10.01 06:07-06:10

View 354341 ARNES (AS2107) ARNES False positive/normal traffic 15-12 09:05-09:19

Created by
Ryan Richford

Ryan Richford

Created on
2025-01-10 02:39

2024-12-16 09:21




Zascita omreznih naprav

* ACL, pozarni zid

* Omejitev koliCine prometa, ki pride do CPU
ZascCita omrezij:

» Lokalnega omrezja pred internetom

* Interneta pred lokalnim omrezjem

Pomoc - dnevniski zapisi
» Syslog, SNMP trap...
* Netflow (sFlow)




Diagosticiranje

Uporabnik

Operacijski sistem Streznik

Aplikacija —— E‘




Lokalizacija/identifikacija razlogov za
probleme v omrezju

* Tradicionalna orodja (ping, traceroute)
niso dovolj dobra.




$ ping -s www.uni-mb.si

PING www.uni-mb.si: 56 data bytes

64 bytes from www.uni-mb.si (164.8.23.111): icmp_seq=0. time=4.
64 bytes from www.uni-mb.si (164.8.23.111): icmp_seq=1. time=4.
64 bytes from www.uni-mb.si (164.8.23.111): icmp_seq=2. time=3.
64 bytes from www.uni-mb.si (164.8.23.111): icmp_seq=3. time=4.
64 bytes from www.uni-mb.si (164.8.23.111): icmp_seq=4. time=4.
. 64 bytes from www.uni-mb.si (164.8.23.111): icmp_seq=5. time=3.
: AC
. ———-www.uni-mb.si PING Statistics----

6 packets transmitted, 6 packets received, 0% packet loss
. round-trip (ms) min/avg/max = 3/3/4
-3

ms
ms
ms
ms
ms
ms




$ ping -s www.cnn.com

PING www.cnn.com: 56 data bytes
AC

----www.chn.com PING Statistics----

86 packets transmitted, O packets
~ received, 100% packet loss

E




Tezave tradicionalnih orodi

$ traceroute www.cnn.com
traceroute: Warning: www.cnn.com has multiple addresses; using 157.166.255.18
traceroute to www.cnn.com (157.166.255.18), 30 hops max, 40 byte packets
1 ojstrica.arnes.si (193.2.1.193) 1.066 ms 0.614 ms 0.596 ms
rarnes13-G1-0x90.arnes.si (194.249.16.201) 1.351 ms 2.889 ms 2.330 ms
larnes6-V103.arnes.si (212.235.160.237) 1.321ms 1.387 ms 1.337 ms
rarnes2-X0-0-0x102.arnes.si (212.235.160.243) 1.248 ms 4.673 ms 1.417 ms
arnes-bckp.rtl.bud.hu.geant2.net (62.40.124.113) 8.571 ms 8.356 ms 8.827 ms
bpt-b2-link.telia.net (80.239.134.1) 8.288 ms 8.561 ms 10.863 ms
hbg-bb2-link.telia.net (80.91.250.134) 33.143 ms 30.328 ms 30.540 ms
ldn-bb2-link.telia.net (80.91.250.151) 45.309 ms
ldn-bb2-link.telia.net (80.91.254.219) 44.087 ms
ldn-bb2-link.telia.net (80.91.250.151) 44.262 ms
9 80.91.253.118(80.91.253.118) 116.576 ms

nyk-bb2-pos0-2-0.telia.net (213.248.65.94) 116.007 ms 118.039 ms
10 nyk-b5-link.telia.net (80.91.248.162) 114.598 ms

nyk-b5-link.telia.net (80.91.248.154) 118.482 ms 147.873 ms

o N O O~ WN

17 ae-2.ebr3.Atlanta2.Level3.net (4.69.132.85) 136.046 ms 144.237 ms 143.677 ms
18 ae-11-51.carl.Atlantal.Level3.net (4.68.103.2) 313.401 ms 225.119 ms 237.362 ms
19 * % %

20 ***

21 * % %

22"C

$




Pogoj za zanesljivost rezultatov:
« Transparentnost omrezja
* QOdzivnost omreznih naprav

Dejansko stanje:
 Omrezne naprave testni promet

ZavracCajo/se ne odzovejo?
Omejujejo?
Obravnavajo z nizjo priorieto?
Zapleti ob uporabi QoS v omrezju (DSCP)
« Kje se paketi “barvajo™?
« Kje se izvaja omejevanje posameznih razredov prometa?
« Se “barva” paketov ohranja na celotni poti?
« A vsi omrezni elementi zagotavljajo ustrezen rezim strezbe?




Potrebujemo vecC podatkov:
» Delez izgubljenih paketov, duplikati
« Zakasnitev paketov pri prenosu (v eno smer)
* Nihanje zakasnitve
« Spreminjanje vrstnega reda paketov
« Zasedenost povezav
* Razpolozljiva pasovna Sirina
* Vrednost Stevcev na omreznih napravah

Meritve po segmentih omrezja
* Na zahtevo/periodi¢ne
« Aktivne/pasivne




Potrebne meritve

/ Stranka A \ / \ / Stranka B \

Hrbteni¢no omreZje

povezava od konca do konca
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koncni H “ koncZzi_k
i PoP am PoP bm uporabni
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KMeritve med vozliiéi/ \Meritve med vozlis'éi/
K Meritve med vozlis¢i /

¢ > @@= = = e e s - = ¢ >

Meritve med Meritve med

. Meritve od konca do .
domenami domenami
konca domene

Meritve od konca do konca povezave




Mnozica upravljalskih domen

S EEEA
[t

L1, L2: domena kon¢nega uporabnika

NREN 1,2,3: hrbtenica NREN-a glajenje, kontrola, oznacevanje, omejevanje, razvrs¢anje

usmerjevalnik prometa




Vecino meritev lahko izvaja le operater
omrezja

* Dostop do omreznih elementov

* Poznavanje topologije omrezja

 NOC (Network Operations Center)

Povezava preko omrezij veC operaterjev?
* Vpletenih ve€C NOC-ov
« Potrebna koordinacija pri diagnosticiranju napake
NI ustreznih orodi
« Zavracanje “krivde”
* Dolgotrajni postopki




perfSONAR: performance Service Oriented
Network monitoring Architecture

Razvoj: GEANT, 12, Indiana University,
Esnet...

Apache 2.0 licenca

Uporaba obstojeCih orodij
« BWCTL (iperf2, iperf3, nuttcp)
« OWAMP, TWAMP
e traceroute, tracepath, paris-traceroute, ping
 MaDDash,...




perfSONAR
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Perfsonar - arhitektura
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File Interfaces Circuits Playground Help

=18

Interfaces | Circuits | Playground |

perfS@NAR

Query & search options

»

Service addresses
Time options

»

Execute query

Retrieve all
Clear
Refresh

»

Interface details

~Search by interface IP ~Summary

1 swiBEZ2-GZ2-3.switch.ch (130.59.36.114) 0 msec 0 msec* Llel
2 swiBE1l-GZ2-4.switch.ch (130.59.36.197) 0 msec 4 ms

3 swiCE2-G3-1.switch.ch (130.59.36.109) 4 msec 4 ns

4 switch.rtl.gen.ch.geant2.net (62.40.124.21) [A4S 2

5 so-2-0-0.rtl.mil.it.geant2.net (62.40.112.34) [A
6 garr-gw.rtl.mil.it.geant2.net (62.40.124.130) [A3
7 rtl-mil-rt-miZ.mi2.garr.net (193.206.134.190) [is'ﬂ

»

Paste |

Traceroute & Search I

BN . -~ -~ a ...rn A A e e L)

Search I _t

ISTF-]
Hostname PoP-SOF
IP Address 195.251.4.61

Interface name PO2[1
Interface descrip... SEEREN-SOF==,.,

Capacity 155000000
Resolution 300
Key localhost.3bSeba...

3| Acc-MU-Ple. ..

OQutbound ...

iftdame ifDescription | Capacity, ... | Inbound u Inbound u...

Fa0f1.1120| PoP-¥AR=,..| 100,000,000 19.505

19,505,018

A4MA A Fomde Al el 4AE AEE AEe e FOEAE S AA

Qutbound ...
PO2j1| SEEREN-S... 000,000 . 3 7.119] 43,081,112 11,034,101

Fa0j0.3| PoP-¥TR=...| 100,000,000 15.6 : 15,599,902 ISTF-]
Gi0/1 \Acc-UNWE-...| 100,000,000 13.353 : 13,353,364 1,692,847 ISTF-]
PO2{0| SEEREM-S...| 155,000,000 7.103 ; 11,009,532| 48,027,043 ISTF-]
194.141.67.1 Fa0/1 |Acc-MU-Ple...| 100,000,000 6,956 ; 6,956,410, 1,510,502

4 A aan

Domain

ISTF-] Ll

Completed.

Ser v foor sail irstesrts (€ szt D rrviey )
20 (o
28 |
;_'. -0
| |
g 10 {1 £ {
5 li ‘l P EIETTETTIEET R Y IR Y Y % e
| inbound = outbound |
ISTFJ4195.251.4.61 PO2/1 SEEREN-SOF==SEEREN-BEG ( Lastweek) ~Time
Last 90 min
125 1
Last 8 hours
g 10 Last 24 hours
=
5 75 - Last 3 days
8 Last week
= 50
= Last month
251 Last 3 months
Last year
4 Jun 07 00:00 6 Jun 07 00:00 8 Jun 07 00:00 10 Jun 07 00:00 | =

el
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File Interfaces Circuits Playground Help

Interfaces Circuits l Playground |

m 2007 B Available measurements for Sun, Jun 10, 2007
perfS@NAR —— N S Y 5 1 3 18 5 8 5 B

Sun Mon Tue Wed Thu Fri Sat 1 Amsterdam_GEANT [ H B BEEEE EEBR "
Query options A 1 2 2 Amsterdam_SURFnet oy | [ ki . [ EEEEEEERN [A 3
3 4 5 6 7 8 9 3 Amsterdam_SURFnet6 m [ q [
Service addresses 11 12 13 14 15 16 4 Athens_GRMET H B EEN HEEE B B ]
17 18 319 7200 21 22 23 5 Athens_GRMETH ]
24 25 26 27 28 29 30 6 Bologna_GARR ]
Execute query A 7 Budapest_GEANT [l ] HE B B B [9 63 B2
3 Budapest_HUMNGARMNET H B EEBE HE B B [a
Retrieve all 9 Budapest_HUNGARNETE B N Il i
glex GEANT 10 Coperhagen GEANT [ I B = B EEEE EEN
[T Measurement ide... NfA 11 Frankfurt_DFM H B EEBR HEEE B B [
Probe data Al [T Packet size NjA 12 Geneva_GEANT i ] HE B B N 10 @ 6
[T Group size Ni& 13 Gent_BELNET H B EENR EEE B B |
GEANT [T Sendinginterval  NfA 14 Kaunas_GEANT [9 [ (9 H B EEENE EERE
Sender Amsterdam_SUR... [T Precedence MfA 15 __Lishon FCCN AN § SN ENSEEEEE EEN .
Receiver Athens_GRNETE Bl e e o o Ty :;'_[_'
Sender IP address 2001:610:1:80a...
Receiver IP addr... 2001:648:2Ffc:1... Amsterdam_SURFnet6 to Athens GRNET6E
Measurement ide... 0
Packet size 41 o 27.4 1
Group size 9 g 273
sending interval 60 ! 'N | W Nm I‘M m‘.%\w‘% » VL L
Precedence 0x0 % zzf | JM V" h !w:_ § \\‘ u”’ R An RS i 7 i\ , \ Y MM_ ‘Wﬂ)‘\hﬂﬁ\)‘kumw\)m
. o i . M qll " I\I M R E LSO AT Lo g L Blo b s
27.0 1 \ M
g it o
N B e i ekt A Ko e b b A A A I il

Loss/Dups
o

10 Jun 07 00:00:00 10 Jun 07 04:00:00 10 Jun 07 08:00:00 10 Jun 07 12:00:00 10 Jun 07 18:00:00

med_owd — max_owd — min_owd — owd — ipdyv med_ipdv — max_ipdv — min_ipdv duplicate_packets — loss

Completed.



MaDDash -

Monitoring and Debugging Dashboard

OPN Mesh Config - OPN IPv4 Bandwidth - Throughput

[l Throughput == 1Gbps

Throughput < 1Gbps [ Throughput <= 5Gbps [l Unable to find test data

,! Found a total of 3 problems involving S hosts in the grid

Il cnRs/INZP3-CC

CHRS/IN2P3-CC
FEK-LCG2

Fermilab IR
INFN-CHNAF I B
Ine-T1 B
kisTI i

l

PIC [
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sure [l E
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B rrc-k1-T1
B TRIUMF-LCG?

™
e
=
L ]
H
| |
H
i




Veliko stevilo naprav -> avtomatizacija

Primer: projekt WLAN-2020
« Postavitev WLAN na 952 lokacijah VIZ v 3 letih
« > 20.000 naprav (dostopovne tocCke, L2 stikala, L3 CPE)

Zakaj ne rocno?
* PreveC (natanCnega) dela
- Prava naprava na Pravo lokacijo s Pravo konfiguracijo?

Avtomatizacija
« Konfiguriranja (PnP)
* Nadzora (telemetrija)
« Statistik
« Nadgraden;




Centralno upravljanje

OmrezZje ARNES

povezava ARNES in omreZja ¢lanice

—

Podprta stikala _al >
- Dostopovni

-~ usmerjevalnik
/ -~
-
Nepodprta

stikala y AN

e

/£ Dostopovno > N
’ stikalo -z \




Pogoji za avtomatizacijo
» Poenostavitev

« Standardizacija
* Naprave z APl (NETCONF/RPC, REST...)

Implementacija na Arnesu: ANSO
« Baza kot vir podatkov
« Podatkovni modeli za konfiguri. in upravljanje: YANG...

* Priprava konfiguracij + konfiguriranje naprav:
Ansible/NAPALM
Python ... DevOps




Avtomatsko konfiguriranje (PnP)
 Stikala, Dostopovne tocCke

Montaza (izvajalec)

Priklop (izvajalec)

Konfiguriranje Samodejno pod

nadzorom Arnesa
Nadzor )

Verifikacija (Arnes)




donel/improvements planned E(>

&>
>
2>

Qu2019

in progressineeds fixes

not started/on roadmap

on hold/needs specs

ANSO stack

discovery pooling

users

NOC

]

Y

management
web frontend automator szﬁms
‘ REST API
provision service layer
orchestrator inventory layer
celery workers
execute & pool for results
REST API flansible
jinja templates |ansible modules (napalm-yang) napalm
HARFA
arnes modules

AV

logging service

bootstrap service

DNS service

monitoring

eduroam provisioning
service

\/

AN

nfrastructure
hcp service

o

AV

Vi
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infrastructure
RADIUS service

12_switch

access_point

router / 13_switch




APs (O Campuses

24 20341 921

WLCs down APs offline &) no WiFi

N/A 3

Clients per radio type

= 80217ac == 802.17n == 802.11ac-2G 802.1n-2G

== 802119 == unknown

WiFi netwo...

2186

eduroams

909




Campuses per WLC

le23.anso.arnes.sl
wlcl.anso.arnes.si
flc14.anso.arnes.si
le22.anso.arnes.sl
fle21.anso.arnes.si
le20.anso.arnes.sl
flc16.anso.arnes.si
wvlc9.anso.arnes.si
viell.anso.arnes.si
flc18.anso.arnes.si
flc15.ans0.arnes.si

wNlcB.anso.arnes.si
4

WiFi networks per WLC

fle23.anso.arnes.sl
flc20.anso.arnes.si
wicl.anso.arnes.si
flc22 .anso.arnes.si
vic21.anso.arnes.si
wic9.anso.arnes.si
vicld.anso.arnes.si
vici8.anso.arnes.si
wlcll.anso.arnes.si
vicl6.anso.arnes.si
wlc7.anso.arnes.si

wlcE.anso.arnes.si
4

122

113
113
112
109
106
105
104
100
99
gg

ot

o

/-

APs per WLC

le20.anso.arnes.sl
Niel16.anso.arnes.si
wle7.anso.arnes.sl
vle8.anso.arnes.sl
vleB.anso.arnes.si
wlel.anso.arnes.si
vled.anso.arnes.si
le22.anso.arnes.sl
wve5.anso.arnes.si
vle2.anso.arnes.si
fe18.anso.arnes.si

Ne12.anso.arnes.si
1

Clients per WLC

z23.anso.arnes.si
:22.anso.arnes.si
c15.anso.arnes.sl
le.anso.arnes.sl
flcb.anso.arnes.si
cl16.anso.arnes.si
vicl.anso.arnes.si
flcB.anso.arnes.si
flc2.anso.arnes.si
:20.anso.arnes.si
flc3.anso.arnes.si

c2l.anso.arnes.sl
4

908
906
902
900
900
899
895
888
883
881 ~

(%]
(23]
w
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Wy
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4
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o
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oo
(9 s)
1




Global wireless traffic

8 Gb/s

6 Gh/s

4 Gbfs

2 Gb/s

0 b/s

== from clients

to clients

- Total
== edurocam

- guest

993 Mbfs 391 Mb/s 684 Mb/s

6.87 Gbfs 2.62Gbfs 6.30Gb/s

394K 319K 122K

108K 143K 492K

308K

135K

122K 100K 378K 964K




+ General

Clients APs : wLC : Total traffic
50 19 wic1.anso.arnes.si 177.48 GB
Clients per SSID Connected clients
ssid clients = i min max avg current
armes
v AP status
eduroam
armes_gostj APs per status Unused APs
== connected ap_name
disconnected -
: wtest-axy-tplc-64.cpe.arnes.si
Clients per protocol
radio_type
&=n APs per model
802.11ac
802.17n - FAP221E
== FAP223E
unknown
802.11n-5G
802.11g

01,/10 mnz 04




ap_name =

B T

w16-popu-tplc-64.cpe.ames.si

w17-c92-ijsc-64.cpe.arnes.si

w18-c88-ijsc-64.cpe.arnes.si

w2-a04-tplc-64.cpe.arnes.si

w3-a08-tplc-64.cpe.armes.si

w4-a10-tplc-64.cpe.ames.si

w5-a14-tplc-64.cpe.arnes.si

wé-a17-tplc-64.cpe.armes.si

w/-a22-tplc-64.cpe.armnes.si

w8-a26-tplc-64.cpe.ames.si

w9-a27a-tplc-64.cpe.arnes.si

wtest-axy-tplc-64.cpe.arnes.si

authorized

authorized

authorized

authorized

authorized

authorized

authorized

authorized

authorized

authorized

authorized

authorized

ap_status

connected

connected

connected

connected

connected

connected

connected

connected

connected

connected

connected

disconnected

AP info -

mode

FAP221E
FAP221E
FAP221E
FAPZZ21E
FAP221E
FAP221E
FAP221E
FAP221E
FAPZZ21E
FAP221E
FAP221E

FAP223E

v6.0-buildo057

v6.0-build0057

v6.0-build0057

v6.0-build0057

v6.0-buildo057

v6.0-buildo057

v6.0-build0057

v6.0-build0057

v6.0-build0057

v6.0-build0os57

v6.0-buildo057

unknown

profile

armes_FAP221E

armnes_FAP221E

ames_FAP221E

arnes_FAP221E

arnes_FAP221E

ames_FAP221E

armnes_FAP221E

ames_FAP221E

arnes_FAP221E

arnes_FAP221E

arnes_FAP221E

arnes_FAP223E

serial_number

FP221ETF18069665

FP221ETF18068914

FP221ETF18068924

FP2Z1ETF18069113

FP221ETF18070667

FP221ETF18069449

FP221ETF18069192

FP221ETF18069680

FP2Z1ETF18069673

FP221ETF18069521

FP221ETF18069142

FP223ETF18001224




+ Clients

Clients per AP
15
10 i
| I
5 |
j f
L , .
| [
i} | 1 I | I — — _‘L J Il
01,09 01,10 oM 012 01,13 0/14 s

== w1-a03-tplc-64.cpe.ames.si == w10-a2%-tplc-64.cpe.ames.si == w11-a30-tplc-64.cpe.ames.si == w12-51-1plc-64.cpe.ames.si
w13-=31plc-64.cpe.ames si w14-skmr-iplc-64.cpe.ames. si w5-pseftplc-64.cpe.ames.si
w6-popu-tplc-64.cpe.ames.si wl17c92-js3c64.cpe.ames.si = wil8-cBBHjsc-64.cpe.ames.si w2-a04-tplc-64.cpe.ames.:
w3-a08-tplc-64.cpe.ames._si wd-a10-tplc-64.cpe.ames.si wh-a14-tplc-64.cpe.ames si wib-a17-iplc-64.cpe.ames. si

D B L I A T TR R e e T I R e I A B P

Clients per AP ~
ap_name
w4-a10-tplc-64.cpe.arnes.si
w13-s3-iplc-64.cpe.ames.si
w5-al4-tplc-64.cpe.ames.si
wB-a26-tplc-64.cpe.arnes.si
wS-a27a-iplc-64.cpe.ames.si
w1-a03-tplc-64.cpe.ames.si
w7-a22-tplc-64.cpe.armnes.si
wb-al7-tplc-64.cpe.arnes.si
w2-a04-tplc-64.cpe.ames. si
w16-popu-tplc-64.cpe.ames.si
w3-a08-tplc-64.cpe.arnes.si
w15-psej-tplc-64.cpe.arnes._si
w10-a29-tplc-64.cpe.arnes.si
w14-skmr-tplc-64.cpe.ames.si

w12-51-iplc-64.cpe.ames.si

jo

jo

clients =

10




FreeRADIUS server auth packets

500 reqps

400 reqps

300 reqps

200 reqps

»
=
7
=
»
=
©
@
-
:
=

W yine agoud

100 reqps

0 reqps
12:30 13:00 13:30 14:00 14:30

== requests Max: 397 reqps Avg: 241 reqps == responses Max: 389 reqps Avg: 235 reqgps rejects Max: 11 reqps Avg: 6 reqps
accepts Max: 35 reqps Avg: 21 reqps == probe_ident_ldap Max: 54 ms Avg: 30 ms

(e ,, , "

20 ms ‘ |
12:30 1300 13:30

== ident_ldap Max: 54.0ms Avg 30.4ms == jdemt_local Max 57.0 ms Awvg: 29.9 ms




2025

* 100 let od zacCetka razvoja kvantne mehanike
julij 1925: Werner Heisenber objavi prvi Clanek

 Unesco: mednarodno leto kvantne znanosti
In tehnologije (IYQ) 2025

Teorija => praksa
Kvantni racunalniki
Kvantne komunikacije
Kvantni senzoriji...




Kvantni raCunalniki
« Ultra zmogljivi, Spica razvoja (IBM...)
* EU jih sofinancira 6
S| bo soudelezena v Cineci, IT
« Sl planirano v prihodnosti




Kvantno racunalnistvo

Quantum Computing | Comparison

. Superposition: A qubit is considered to have the states 0 and 1 at the same time
- Quantum entanglement: when two qubits are entangled, changes to one qubit directly impacts the other
. Interference: in a system of multiple entangled qubits there will be interferences

# of Required bits to | Equivalent classical Equivalent classical
Qubits match computer RAM computer processing time
10

Leveraging the properties 1024 128 bytes 2.6 ps

of qubits the comparison ;¢ 1,048,576 131 kb 0.26 ms
between qubits and bits

can be simplified as: 30 1.1 bilion 134 Mb 0.27 seconds
40 1.1 trillion 137 Gb/s 4.6 minutes
n qubits = 2" bits 53 9.0x 107> 1 Terabyte 625 hours
63 9.0x201¢ 1 Petabyte 73 years
100 9.0x103¢ 1 Exabyte 10 trillion years
° 1,000 9.0x10301 1.3x10232 Exabytes 8.5x10%83 years

5 © 2023 Nokia




Kvantni raCunalniki
« Ultra zmogljivi, Spica razvoja (IBM...)
« EU jih sofinancira 6, Sl soudelezena v Cineci, IT

» Super za doloCene probleme
Shor-jev algoritem

faktorizacija velikih Stevil v polinomskem €asu O(log N *3)

Tudi discrete logarithm problem or the elliptic-curve discrete logarithm problem

eksponentna pohitritev klasi¢nih algoritmov

smrt za (veliko od) ,public-key* alias ,asymetric” kriptografije :
RSA
Diffie-Helman: Finite Field, Elliptic Curve (ECDH)
uporaba za izmenjavo klju€ev, digitalne podpise !!
v internetu: TLS, SSH, S/MIME, PGP...

SNDL: Store Now, Decrypt Later !

CRQC: “Cryptographically Relevant Quantum Computer*
Q-Day : ko bodo kvantni racunalniki dovolj zmogljivi
Cez 7-10let ? 5 — 15 let?

potreba po PQC : Post-Quantum Cryptography

intenziven razvoj, toda standardizacija traja
simetriCna kriptografija je ,odporna“, problem izmenjava kljuev

« ,Hype®: veliko ugibanja, megle ... pa tudi dela na razvoju



https://en.wikipedia.org/wiki/Discrete_logarithm_problem
https://en.wikipedia.org/wiki/Elliptic-curve_discrete_logarithm_problem

Kvantne komunikacije

* QKD — Quantum Key Distribution

varna izmenjava simetricnih kripto kljucev
 Informacija shranjena v kvantnem stanju fotonov
» ,no-cloning” teorem: prisluskovanje se detektiral!

prve implementacije, omejena uporaba (optika,
slabljenje)
* EuroQCI — Quantum Communication
Infrastructure
Cilj: vzpostaviti evropsko omrezje za QKD
Sl : projekt: SIQUID...




Slovenian Quantum Communication Infrastructure
Demonstration

Cily:
* Razvoj in implementacija QKD med vladnimi lokacijami

* Vzpostavitev raziskovalnega testnega kvantnega omrezja
med raziskovalnimi ustanovami

Razvoj resitve na osnovi prepletenih fotonov

SodelujoCi
« FMF
« 1JS
« Beyond Semiconductor d.o.o.
« URSIV: urad vlade za informacijsko varnost
« UVTP : Urad vlade za varovanje tajnih podatkov

Trajanje: 1.1.2023-31.12.2025 => X.2026




SiQUID

.+ Slovenian Quantum Communication Infrastructure
. Demonstration

- Gilj:
* Razvoj in implementacija QKD med vliadnimi lokacijami

* Vzpostavitev raziskovalnega testnega kvantnega omrezja
med raziskovalnimi ustanovami

lzvor prepletenih fotonov Sprejemnik




Telekomunikacije
* Internetne tehnologije (IP, DNS, ping, traceroute...)
« Opticne komunikacije (vlakna, ojacevalniki, filtri...)
* Omrezne tehnologije (ethernet...)
* Nadzor in upravljanje omrezij

Racunalnistvo
« Sistemska podpora (strezniki, diskovni sistemi, SAN...)
* Programerji (Python, Java, PHP, Perl...)

Vodenje projektov, timsko delo...
Angleski jezik

“Common sense”




Hvala za pozornost
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